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Hacking the
H eartl an d “There cannot be a crisis

next week. My schedule is
already full.”

Henry Kissinger

Seth Johnson, Charles Taylor
Sr. Cyber Risk Professional
seth.johnson@charlestaylor.com



mailto:seth.johnson@charlestaylor.com

Emerging Cyber Trends

The bar is lowered for cyber criminals...




Are county resources keeping up?

=g= - A significant leap forward in Al has been
Artlf'_CIaI observed recently. What is the present
Intelllgence state of malicious uses and abuses of Al?

R Increased signs of this criminal enterprise
ansomware- —)  model in which skilled cybercriminals
as-a-Service develop ransomware software and lease
or sell.



Emerging Cyber Trends

Expectations are changing...




Example Cyber Metrics

County IT Department:

* 4,000 emails a month have been blocked because they are phishing or
contain viruses

* In the last 6 months, Windows Defender has blocked 21 Medium or High
threats, including 4 cases of suspected ransomware

* Our IT Department and third-party monitoring service analyzes 1,500
potential incidents per month



Cyber resilience: increasing area of focus

Perception of cyber resilience over time
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- Cyber prevention == Cyber resilience



Interconnection
between
Preventative
and Responsive
Controls

Preventative Controls
« The ability to take action to prevent
potential challenges or threats from
occurring, rather than simply reacting to
them after they have happened.

Responsive Controls
« Can help counties develop strong
capabilities for recovering from incidents
that impact their security.



Hallmarks of a
Strong Response
Program

Strongly integrated with:
* Business priories and leadership
* |IT operations
« Business continuity management and disaster recovery
« Context from internal and external sources

Continuous learning culture and processes:
 Postmortems performed and lessons learned integrated
* Regular exercises and red team validation

Documentation:
* High level familiarity with response frameworks by all

Technical readiness for major incidents:
» Access to technical proficiency with security systems and
business critical systems
» Access to experience (via internal and/or
partnerships/retainers with external organizations)



Emerging Cyber Trends

Business disruption continues to grow...
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Data Recovery

 Restore backup Recent Incident Costs
* Decryption key « $140,500
* Reimage devices . $85.000

Determine restoration action plan
Replace electronic information



Data Classification

Classifications

 Public

e Internal

« Confidential

Predetermined confidential assets
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Analyze data contained in
your county and then
proceed to categorize that
data based on the level of
confidentiality and risk.



Investigation Phase

Critical Success Factors

* Must identify the scope of
attack operation

* |dentify objective of attack, if
possible
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Key Expectations to Manage

Counties may never be able to identify “patient

zero” as the data required for this may be
deleted before the investigation starts (attacker
covering tracks, logs rolling, etc.).




Recovery Phase C?g;lg?

Objective
« Rapidly remediate all compromised Benefits
resources
« Compress time window
Strategy

* Enhance security
* Plan a consolidated operation unless an

Imminent threat to business-critical data
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Summary

Seth Johnson
Senior Cyber Risk Professional | +1 202.344.8013 | seth.johnson@charlestaylor.com
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