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• MFA
• Cyber Assessments
• Monitoring (MS-ISAC)
• CISA Resources
• Preparedness

• Security Policy
• Practice Sessions
• Cyber Simulations
• Build Relationships

Take Aways



QUICK 
QUESTION



Name the most effective, and most 
vulnerable, perimeter defense mechanism 

securing your data assets today? 

HINT
 

There is a single word ‘right’ answer to this question.  



CYBERSECURITY IS A TEAM SPORT

PEOPLE 
are the most effective, and most 

vulnerable, perimeter defense 
mechanism securing your data 

assets today. 

People are the perimeter. 



PEOPLE are the perimeter and 
COLLABORATION is the key

CYBERSECURITY IS A TEAM SPORT

Understand 
the changing 
landscape of 
cyber threats

Assess and 
grow your 

team’s cyber 
readiness

Document 
your plans for 
defense and 

recovery



PEOPLE are the perimeter and 
COLLABORATION is the key

CYBERSECURITY IS A TEAM SPORT

Prepare for, respond to, and mitigate the impact of cyberattacks.

cisa.gov naco.org wicounties.org





The Cybersecurity Leadership Academy enables the 
exchange of best practices and insights to support the 
growth and success of current government leaders and 
help emerging leaders prepare to address the myriad of 
challenges facing them today and in the future. 

The NACo Cybersecurity 
Leadership Academy

Two types of programs 
to choose from.

CYBERATTACK SIMULATION
weeklong reality-based, certified 

assessment that focuses on 

helping leaders of government 

organizations better protect and 

maintain their critical assets

CYBER LEADER ACADEMY
12-week online training facilitated 

to make existing leaders better 

and emerging leaders ready to 

address the most pressing cyber 

issues of today
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Start with a conversation, 
then commit, then continue. 



Start with a conversation, 
then commit, then continue. 

1. Full system inventory: A list of all assets and devices, including APIs, 
software programs, and other tools (local and in the cloud) is available and 
regularly updated. 

2. Backup and recovery system: All systems and data are cataloged and ranked 
as critical priority 1-2-3, and a full back up system is in place and tested 
(along with recovery time) regularly.

3. Segmented network access: Critical data are segmented (separated) from 
single points of access so that if or when a breach occurs the data that are 
accessed is limited. 

4. Detection systems: In addition to traditional firewalls, ransomware 
protection software and (early) detection system protocols are in place and 
tested regularly.

5. Trained workforce: Regular security awareness training (pre-scheduled and 
“surprise” attacks) is mandatory and integrated into the business culture 
with a mindset of “see something, say something.”

6. Password security: A password management policy exists, is automated, and 
is enforced across the entire organization. 

7. Viewable file extensions: All computers are configured to show file 
extensions (i.e., .doc) and therefore allow users to see a possible executable 
file (i.e., .exe) and reduce the chance of someone accidentally opening a 
malicious hacker file. 

8. Email server controls: Beyond user-level controls, there are up-to-date 
antivirus controls and malware software protections on all email servers and 
(upstream) verified controls with the ISP. 

9. Managing plug-ins: All use of java and flash (and other) plug-ins are known 
and managed with the most recent updates. 

10.Limiting connectivity: The most critical data are kept on a private network, 
not connected to the Internet. 
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Continue to learn, mature. 
1. Can you remotely access the security solutions that you use daily to monitor 

for malicious behavior on the network and end-user devices such as PCs? 
2. Can you remotely make configuration changes to your security solution set? 
3. Can you remotely upgrade or patch your security solutions set? 
4. Does a PC being located remotely change any of your containment or 

eradication processes? 
5. Does the additional IP address added by VPN access affect your ability to 

map an IP address to a username? 
6. If you are leveraging user behavior analysis does the fact that the user is now 

coming through VPN affect its ability to map the IP address to the end-user? 
7. Can you remotely contain a server by isolating it from the network? 
8. Can you remotely drop a network link to the offices in order to contain a 

potential malware outbreak (for example)? 
9. Can you remotely contain a PC and conduct a forensic investigation? 
10. Can you remotely access your critical servers and databases to investigate 

potential malicious behavior? 
11.  If everyone is working remotely, what IP traffic should you be seeing on the 

corporate network? This is important if someone has taken advantage of no 
one being at the facility. 

12. Are your facilities monitored with security cameras? This is also important to 
ensure people are not accessing areas which are normally populated and 
restricted. 

13. If you did have to send a team member into the building, have you walked 
through who that would be and the escalation and approvals that would be 
required to make that happen?

14.Can your team members answer calls to their work phone numbers remotely or do 
they need to forward their desk phones to their cell phone in case of an event? 

15. Is there a delay or impact on any major security projects or initiatives that were 
underway? If they are critical, are there steps you can take to make progress to their 
implementation? 

16.Have you notified your MSP partners? 
17.Have you thought through how you would conduct daily updates and team meetings 

remotely? 
18.Do you need to adjust any of your incident response plans to account for everyone 

being remote? 
19.Does the network have the bandwidth to handle daily updates, i.e. antivirus, anti-

malware, application patches going out to every PC remotely or do you need to 
stagger them throughout the day, or potentially days to account for the network 
limitations? 

20. If any new hires are scheduled to start during this remote period, how will they be 
onboarded and the security surrounding their machine and her user ID be handled? 

21.How will the chain of custody be handled if a PC forensics investigation is required? 
22.For any security equipment that is on-premises, how are the environmental 

conditions being monitored temperature, humidity, etc.? 
23.Should the worst case happen and one of your team members is unable to work, is 

your team sufficiently cross trained on the various security solutions so someone 
could take on that person’s duties? 

24.There are multiple members of your team who are no longer able to work. Do you 
have a Managed Security Services Provider (MSSP) on standby to take over their 
duties? o If yes, what order of priority? 

25.Will on premise equipment managed by IT continue to be patched such as servers 
network devices, storage arrays, etc.?

Determine your business continuity. 
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