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CYBERSECURITY
WHAT EVERYONE SHOUELD KNOW

Louie Okey - County Board Chair, Barron County
Shuchi Wadhwa - Chief Information Officer, Racine County
Bill Nash - Cybersecurity Advisor, CISA
Lance Spranger - Chief Information Officer, Waukesha County
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Waukesha County

1.5 million emails/month
Malware




From: RE:RE:RE:RE waukeshacounty.gov Admin Alert <no-reply@demomkt.xyz>
Sent on: Saturday, May 13, 2023 8:57:11 AM

To: countyexec@waukeshacounty.gov

Subject: Re:RE:R Pending Message on Your server. 5/13/2023

Attachments: 200299773655 html (23.34 KB)

' CAUTION: This email originated from an unverified external source. Verify the legitimacy of the email before clicking links or opening attachments, If you believe this email is malicious in nature, please report it by using the Phish Alert button in Outlook.

Sent From waukeshacounty.gov Scanner
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From: Waukeshacounty Fax | Messanger <ress@giftpad.jp>

Sent on: Monday, April 24, 2023 9:28:30 PM

To: gbell@waukeshacounty.gov

Subject: Completed: Please review and sign Payroll Deduction for gbell

Attachments: Completed Signed Agreement 0705VxTsndUGFbuYAz3b6SAd6.htm. (1.86 KB)




Waukesha County

1.5 million emails/month
Malware

Phishing emails

It's Tricky!




From: IT Service - Waukeshacounty <info@shawbookkeepingsolutions.com>

Sent on: Tuesday, May 9, 2023 2:51:16 AM

To: ealdred @waukeshacounty.gov

Subject: Monday, May 8, 2023 Password Authentication Message for ealdred @waukeshacounty.gov

I CAUTION: This email originated from an unverified external source. Verify the legitimacy of the email before clicking links or opening attachments. If you believe this email is malicious in nature, please report it by using the Phish Alert button in Outlook.

S% Microsoft

Password Authentication Required

The assigned password to your Email expires today,

To keep using the same password please use below to avoid login interruption.

KEEP MY SAME PASSWORD

You can also opt out or change where you receive security notifications.

Thanks

Please do not reply to this email, this auto mailbox is not monitored & you will not receive a response.

This email (including any attachments to it) is confidential, legally privileged, subject to copyright and is sent for the personal attention of the intended recipient only. If you have received this email in error, please advise us immediately and delete it. You are notified
that disclosing, copying, distributing or taking any action in reliance on the contents of this information is strictly prohibited. Although we have taken reasonable precautions to ensure no viruses are present in this email. we cannot accept responsibility for any loss
or damage arising from the viruses in this email or attachments. We exclude any liability for the content of this email, or for the consequences of any actions taken on the basis of the information provided in this email or its attachments, unless that information is

subsequently confirmed in writing
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THANK YOU

Louie Okey - louie.okey@co.barron.wi.us

Shuchi Wadhwa - shuchi.wadhwa@racinecounty.com
Bill Nash - william.nash@cisa.dhs.gov
Lance Spranger - Ispranger@waukeshacounty.gov



